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Malicious Docs
Malware Analysis Day 7



Obfuscated Javascript



Why?

• Exploit kits (or other malware) looking for vulnerable browsers to 
provide a way in.
• Web Drive By

• Watering Hole

• Phishing

• Javascript tagging along on other content
• PDF documents

• Flash files



Options for Analysis

• Static analysis, reviewing the obfuscated code by hand

• Dynamic analysis, letting the code run in a protected sandbox so it 
can deobfuscate itself



3 Steps

1. Clean-up the Javascript in question to make it easier to understand, 
and to enable better setting of breakpoints

2. Modify the Javascript to run in an interpreter (Firefox, Chrome, or 
command-line versions of the browser interpreter such as 
Spidermonkey or V8)

3. Run the code, modifying statements to include print statements or 
setting breakpoints



Formatting the JS

• Format it to look pretty. I use PDFStreamDumper since it’s already in 
my VM, but there are other options. Here’s how to use 
PDFStreamDumper:

1. Copy the js into your clipboard

2. Open PDFStream Dumper, select "JavaScriptUI" from the top toolbar

3. Paste the js into the text editor and select all

4. Click "Format_Javascript"

5. Copy and paste your formatted javascript into a new file.



Eval

• Eval is a function that evaluates a string as if it is code, then returns 
the results. This is useful to us, because we often want to see the 
code that is being passed into eval. 

• Two basic methods to see what’s being passed to eval
• Debugger – browser based or other. 

• Print statements, console.log in js

• Figuring out what’s going to eval is rarely ALL that you have to do, but 
it’s a good step anytime you see an eval call.



Console.Log

• To use this method, we have to first turn our js into html, then add in 
a print statement, and lastly run the code in an interpreter.

1. Add `<html>` and `<script>` tags to the beginning of the code and 
corrosponding end tags to the end.

2. Replace the eval statement with "console.log"

3. Save as a .html

4. Open your file in Firefox

5. In firefox, go to Menu --> Developer --> Web Console

6. In the pane that opens, you will see either error code or deobfuscated code



Demo
00_jsexample



Malicious Office Docs
Macros



Office Documents

• Allow scripting via VBA and are capable of interacting with the 
windows OS

• Major vector of infection



Office File Formats

• Binary file format (doc, ppt, xls, etc.)
• Data within the file is stored in one or more streams, which contain data and 

necessary metadata.

• OpenXML file format (docx, pptx, xlsx, etc.)
• Follow the OpenXML standard. Can be parsed by anything capable of parsing 

XML

• The XML is stored in compressed archives and must be decompressed. 7z 
works.

• VBA macros typically stored in binary OLE file called vbaProject.bin



VBA

• Visual Basic for Applications – uses same runtime library and syntax 
as VB, but will only function within the hosting application.

• VBA can be used to inject shellcode, interact with Windows OS 
resources, and to interact with web resources to pull down malware.



Tools

• OfficeMalScanner
• A Windows command-line tool for parsing and analyzing binary and xml 

Office formats. It can find, identify and extract shellcode, embedded OLE 
streams, PE files, or non-standard functionality within Office documents.

• oletools
• A set of python tools for interacting with OLE streams

• Included in the REMnux VM – explore what’s available in /opt/remnux-
oletools



OfficeMalScanner

• Usage: `OfficeMalScanner <file> <scan | info | inflate> <brute> 
<debug>`

• Options:
• scan - scans for shellcode and encrypted PE-files
• info - dumps OLE structures and saves VB-Macro code
• inflate - decompresses MS 2007 docs into a temp dir

• Switches: (only enabled if "scan" option was selected)
• brute - brute force search for encrypted stuff
• debug - prints out disassembly resp hexoutput if a heuristic was found



OfficeMalScanner



olevba
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OfficeMalScanner and oleTools



Malicious PDFs



PDFs and Malware

• You do NOT need to have a complete understanding of the PDF 
format to understand how malware uses a PDF.
• The PDF documentation is well over 700 pages…

• What is a PDF?
• A binary (most common) or ascii file written in a specific format. That format 

can be rendered as a document by a PDF reader.

• How can malware use a PDF? 
• Some program (typically adobe reader) must interpret the data provided in 

the PDF file to present the user with a well formatted document to look at. 
Vulnerabilities in that program can be exploited by a well crafted PDF.



PDF Format

• Indirect Objects
• Have an index number, a version number, and content.
• Content is between the keywords obj and endobj
• Can refer to other indirect objects by using their index 

and reference number
• 5 0 R <- Reference to object 5 version 0

• Logical Structure
• References between indirect objects form a tree – the 

logical structure of a PDF.
• The root element is identified by a /Root tag
• Physical structure is the order the objects occur in the 

document – completely different.

Examples from Didier Stevens’ “Malicious PDF Analysis Ebook”



PDF Format

• Stream Objects
• A type of indirect object that contains data between the keywords stream and 

endstream.

• Often compressed – PDFs refer to compression algorithms as filters.
• A stream can be compressed by more than one filter.

Example from Didier Stevens’ “Malicious PDF Analysis Ebook”



PDF Format - Content

• Static:
• Text blocks and styles

• Character encodings and font selection

• Multimedia support instructions

• Dynamic:
• Embedded JavaScript

• Dynamic action triggers (e.g., "On Open")

• Interaction with network resources (e.g., retrieving information from a web 
resource by URL)



Dictionary Entries

• /<keyword> - The key to a dictionary that instructs the PDF reader to 
perform some action. These are often referred to as “tags”.

• /OpenAction means to perform the action in the specified stream. 
• Frequently used to execute javascript



Tags of Interest

• /OpenAction and /AA: specifies a script or action to take place 
automatically

• /Names, /AcroForm, /Action: can specify or launch scripts

• /JavaScript: JavaScript to run

• /Launch: launches a program or document

• /URI: access a resource by URL

• /SubmitForm and /GoToR: send data to a specified URI

• /RichMedia: embed Flash content in a PDF

• /ObjStm: an object stream which can be used to hide objects



PDF Stream Dumper



PDF Stream Dumper



pdfid



peepdf

• Can pass it arguments to get a 
quick overview, or drop into an 
interpreter to ask more 
advanced questions.

• Already installed in remnux
distro.



peepdf



Demo
PDF 2



Resources for More:

• Malicious Document Cheat Sheet: https://zeltser.com/analyzing-malicious-
documents/

• oletools: https://github.com/decalage2/oletools

• officemalscanner: https://medium.com/@mbromileyDFIR/malware-
monday-officemalscanner-b1e5f6417df6

• peepdf: https://zeltser.com/peepdf-malicious-pdf-analysis/

• PDF Stream Dumper: https://zeltser.com/pdf-stream-dumper-malicious-
file-analysis/

• PDF Overview: https://blog.didierstevens.com/2010/09/26/free-malicious-
pdf-analysis-e-book/
• Pure Gold.



Lab Work

• Malicious Word Document Lab 

• Malicious PDF Lab
• Encompasses malicious JS

• LAST AFTERNOON to work on Obfuscated Malware Lab!



Sources/Questions/Comments/Corrections

• Note that animations (mostly highlighting or revealing code on click) 
are extremely useful when teaching from this slide deck. Email me for 
slide originals.

• Questions/Comments/Corrections to Lauren Pearce –
Laurenp@lanl.gov


